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Abstract:

The development of WSNs in recent years have been extensively employed in healthcare applications including
patient monitoring in hospitals and at home. In comparison to wired networks, wireless medical detector
networks are more susceptible to assaults that include replaying, impersonation, manipulation, and
eavesdropping. Several efforts have been made to protect wireless medical technology. Sensing systems. The
current technologies can save patient data during transmission, but they are unable to thwart an insider attack in
which the patient database administrator accidentally divulges private patient information. Using numerous data
servers to hold patient data is the practical strategy we suggest in this study for preventing the inside assault.
The safe distribution of patient data over various data waiters and the use of Paillier and EIGamal cryptosystems
for statistical analysis of the case data without compromising patient sequestration.
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1. INTRODUCTION

One that uses wireless detectors( WSN) is made up of
geographically dispersed independent detectors that
work together. Military uses, similar as battleground
surveillance, served as the motivation for the creation
of wireless detector networks, which are now utilised
in a wide range of marketable and consumer
operations, including machine health monitoring,
process control, and monitoring of artificial
processes.

Wireless medical sensor networks, one of the most pr
omising uses for wireless sensor networks (WMSNSs),
allow watching/supervising of patients in hospitals a
nd even at home.Several WSN-based healthcare apps,
including CodeBlue, have been created in recent
years. UbiMon, MEDISN, Alarm-Net, and MobiCare.
Healthcare

applications using WSNs typically include those
developed by School of Comp Sci and Computer
Systems at RMIT Melbourne University, Victoria,
3001, Australia’s Zhen Yi, AthmanBouguettaya,
DimitriosGeorgakopoulos, & Andy sSong;
Cybernetica’'s Jan Willemson, Ulikooli 2, Tartu,
Estonia. University of Virginia researchers created
Alarm-Net for residential and assisted living
monitoring.

2. RELATED WORK

2.1. In wireless medical monitoring settings, a
privacy-preserving method called k-anonymity
Because to the proliferation of wireless sensors and
mobile technology as a whole, it is now possible to
deliver better medical services whilst simultaneously
reducing costs and controlling the shortage of expert
staff. The use of sensors to track a person's health has
the potential to improve care while also raising
privacy concerns. An untrustworthy or negligent data
supplier may leak this information to an unauthorized
third party. One technique to protect a patient's
privacy is to make it difficult to link specific
measurements to a specific identifier. The study
presents a secure system design based on k-
anonymity. As compared to alternative, more
expensive, cryptography-based methods, the provided
algorithm lowers energy usage, demonstrating its
resource awareness.

2.2. A Framework for Fast Privacy-Preserving

Computations
3. METHODOLOGY

Eur. Chem. Bull. 2023, 12 (S3), 2573 — 2578

Sensitive data must be collected and processed
carefully. The essential information systems cannot
be built using any standard formula. In order to solve
this issue, we provide a general-purpose compute
system that is both efficient and provably safe in this
study. A virtual computer called SHAREMIND, part
of our approach, uses share computing methods to
analyse data while maintaining anonymity.

It is the standard practice for evaluating functions
securely in a distributed computing environment. Our
approach to secret sharing, as well as the creation of t
he connected rules of
conduct suite, distinguishes our solution. We took so

me practical to allow largescale shared figuringout. |
n the three-party figuring calculating of the honest-
but-curious way of thinking, the SHAREMIND rules
of  conduct secure/make  sure  of information-
theoretic safety,Unlike  conventional, centralized
databases, the honest-but-curious architecture greatly
increases privacy preservation even if it does not
accept bad members.

Existing System

. Modification is a security trouble to the case
data integrity.

. Data breach is a security trouble to the case data
sequestration.

e These data threats are been sloved in the
existing system.

Disadvantage

The results can cover the case data during
transmission, but cannot stop the inside attack where
the director of the case database reveals the sensitive
case data.

Problem Statement

Unauthorized collection and use of patient data can
beget life- hanging pitfalls to the case, or make the
case’s private matters intimately available.

Proposed System

e We assume that the wireless medical detector
network is composed of some medical detectors.

e The Paillier and ElGamal cryptosystems are
used in order to keep the privacy.

e The case data can be saved as long as at least
one of three data waiters isn't compromised.

Advantage
The patient’s data can be secured using encryption.

2574



Wireless medical sensor data privacy protection

Section A-Research paper

In-Network |
Statinces: \‘: Mobile Body Networks:
Seerlsr = }’,-ﬁ\ Egg',qi@gi}omw
L ‘ Sensor :
Temperature, Dust,
-— - e = -Mob:m Light
: ( N -
PDA -7 - -—
‘J AiarmGaje -
e =—— [
iCIL 1P Network ~ & | \Q
— Dazéba.;e Analysis
User Interfaces Back-End
User interfaces, rear systems, a mobile bodily  systems) is wused for authentication. Popular
network, and an embedded sensor network make up approaches using hidden keys include. These

the Alarm-Net system. « Wireless sensor devices
worn by patients to monitor physiological data are
included in the portable body network. The installed
sensor network keeps tabs on things like temperature,
humidity, air quality, motion, and lighting in the
home. When people move about the room, integrated
sensors maintain contact with their bodies using
mobile body networks. In order to connect Internet
protocol and wireless sensor networks, AlarmGate
applications act as gateways at the application level.
These hubs provide data analysis in real time and
give access to long-term data storage through a
database. Without a question, wireless medical sensor
nodes improve patient care while keeping patients
comfortable. at serious risk if he were to reveal the
patient's. Eavesdropping poses a threat to the
confidentiality of patient information. With a
powerful receiving antenna, an eavesdropper might
get patient information from the sensing devices and
learn about the patient's health status. The patient's
privacy is health state on social media. Impersonation
poses a threat to the reliability of patient information.
A hacker might pose as a wireless connection during
transmission of patient data from a home health
application to a remote location. This might lead to
unnecessary rescue missions being launched for
nonexistent victims because of misleading alarms
being sent to remote regions. This might be harmful
to the field of wireless healthcare in certain situations.
The patient's physiological data might be intercepted
and altered by a threat while it travels through
wireless networks on its way to the doctor. Patient
safety may be at stake if the physician receives the
altered data. In the event of a data breach, patients'
personal information could be at risk. A data breach
occurs when potentially sensitive, proprietary, or
private patient information is accessed, stolen, or
used without the owner's permission. This can lead to
medical fraud, bogus insurance claims, or death
threats by a physician using patient data. There have
been several attempts to protect wearable medical
sensor networks from various dangers. In 2012,
Kumar and Lee conducted a review of the most
recent research on wireless networks of sensors for
safe healthcare monitoring It is likely that the
encryption and authentication keys are pre-installed
on the server and medical sensors in secret key
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methods usually work well. Nevertheless, the
efficiency of private key distribution is lower than
that of public-key based methods. Key distribution
and updates are simplified by these methods. Yet,
they are generally ineffectual and do not directly
apply to such networks because of the limited
transmission and processing capabilities of wearable
medical sensor networks. Most of the current options
focus with protecting wireless medical smart sensors
against attacks when the attacker requires access to
the network's secret keys. It is possible to prevent
external attacks with the use of access restriction,
authentication, and encryption. Each sensor uses one
of three unique secret keys to interact with the servers
in the Sharemind network [3], which is used to store
patient data. Sharing sensitive patient data (such a
temperature measurement) is made possible by the
Sharemind system's use of three separate data servers,
each of which receives its own encrypted copy of the
data over a separate channel. Sharemind is a
computing system that can perform operations on
input data without disclosing the data itself.three
Sharemind's web server may work together to
manage certain user requests for patient information
without disclosing the data itself, for example, from
doctors, nurses, as well as other medical
professionals. The method can protect patients'
privacy as far as there is just one hacked data server.
To transmit patient data, each sensor speaks with the
same three data servers. Our system will continue to
work frequently even if both of our data servers are
attacked. Our contribution to this study are
summarized below. To protect the confidentiality of
patient information based on the Fillers and EIGamal
cryptographic protocols; the protocol allows an
individual (for example, a doctor) to connect
computer. Users (like medical researchers) are able to
conduct statistical analyses on patient data using
these methods without compromising confidentiality.
In contrast to the method given, which utilizes the
Sharemind system to carry out data analysis without
taking into account data server cooperation, these
contributions take a radically different approach. In
Section 3 we explain our answer in full. Evaluations
of functionality and safety are carried out in Part 4.
The last section is where the overall impression is
created.
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Health care sensor simulation: Choose Show Simulation and enter the patient sensor size.
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5. CONCLUSION

We address the security and sequestration issues
related to the collection, storehouse, and reclamation
of medical detector data in this research by
suggesting a comprehensive solution for a secure
medical sensor network. Lightweight techniques and
an SHA -3 based approach to generate MAC were
used to protect data transmissions between sensor
devices and servers. To protect patient privacy, we
proposed a unique data-collection approach that
divides patient data into three parts and keeps them in
various servers. If even an individual data source is
not the confidentiality of patient information is not
breached. We devised an access mechanism through
which only authorized users (such as doctors) may
see patient records. Control protocol in which three
data servers join to provide the user with patient
information, while the protocol remain secret. We
handed new protocols for average, correlation,
friction, and retrogression analysis in which the three
data waiters unite to dissect patient data while
guarding the case's sequestration and also offer the
statistical analysis findings to the stoner. It offers a
path for the authorized user to conduct statistical
analysis on the patient data. Our approaches are safe
against external and internal threats as long as just
one data server is attacked, according to security and
privacy studies. The investigation of our methods'
performance demonstrates that they are also
practically useful. As long as one of the three data
servers is not hacked, our system can protect the very
private nature of patient information.
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