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Abstract

Aim: To decrease the error rate of credit card cyber thefts based on binary selection of Novel Random Forest
classifier and Linear Regression. The primary scope of this project is to find the malware attacks and it should be
informed to the card holder and investigator simultaneously. Materials and Methods: Classification is performed
by Random forest classifier(N=34) over Linear Regression (N=34) is for false rate detection. The statistical test
difference between g-power 0.08 and alpha values are @=0.05.

Results: The Independent sample T test is applied for the data set fixing confidence interval as 95%.

Discussion and Conclusion: Comparison has been made between the Novel Random forest classifier and the Linear
Regression for this analysis. The accuracy of the random forest classifier is 94.4% and the Linear Regression
accuracy of 51.9%.
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1. Introduction

Fraud in credit card is an unapproved and undesirable
use of some other account holder. An individual
purpose somebody's card for individual requirements
without knowing the proprietor of that specific
account holder. Credit card fraud detection
recognizes unlawful exchanges to get cash. Credit
card fraud is one of the most advanced methods of
money thefting (“Credit Card Fraud Detection
System: A Survey” 2020; Padvekar et al. 2016).
Owner and card issuing authorities are unaware that
the card is being used by someone. Certain actions
and controlling measures shall be taken in order to
stop such type of fraudulent activities in the
upcoming days. (“Credit Card Fraud Detection
System: A Survey” 2020; Padvekar et al. 2016;
Filippov, Mukhanov, and Shchukin 2008)). Fraud
detection methods are continuously developed to
defend the fraudulent activities from the unauthorized
person activity (“Credit Card Fraud Detection
System: A Survey” 2020; Padvekar et al. 2016;
Filippov, Mukhanov, and Shchukin 2008; Akinbohun
and Atanlogun 2018)). The applications of the credit
card fraud detection system are finding implicit and
hidden correlations in data, real time processing, the
reduced number of verification measures, and
detection of possible fraud scenarios. And to help the
banks to perform the payments in a high range
without any interruption.

Total number of articles published are 220 in the last
Syears articles on 140 IEEE Explore and on 80
Researchgate. People are busy in their day to day
activities so they are making use of the technology to
pay the bills, online shopping etc.,. Where there is
high scope for credit card fraud activities (Jog and
Chandavale 2017) (“Credit Card Fraud Detection
System: A Survey” 2020). As usage has increased
fradulents are making this as an advantage in credit
card thefts and causing big problems for payment
gateways and banks (Sherly and Nedunchezhian
2010). Such activities can be stopped by developing
machine learning algorithms(Shah et al. 2019).

Our team has extensive knowledge and research
experience that has translated into high quality
publications (K. Mohan et al. 2022; Vivek et al.
2022; Sathish et al. 2022; Kotteeswaran et al. 2022;
Yaashikaa, Keerthana Devi, and Senthil Kumar 2022;
Yaashikaa, Senthil Kumar, and Karishma 2022;
Saravanan et al. 2022; Jayabal et al. 2022; Krishnan
et al. 2022; Jayakodi et al. 2022; H. Mohan et al.
2022). Previous research is using the improper
datasets as its input data set(“Table S1: Groups of
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Training and Testing Datasets,” n.d.). Positive classes
are highly oversampled (Shiny Irene et al. 2020). The
number of tuples obtained in the dataset after
cleaning of the dataset is very low, so the size of the
input dataset is wvery small (Sherly and
Nedunchezhian 2010; Ghosh, Ghosh, and Reilly
1994) . Accuracy of the existing research is very low.
Research aims to increase the accuracy of the
algorithms and to increase the size of the input
dataset(Friedman et al. 2022).

2. Materials and Methods

The testing and the study of the dataset has been done
in the college laboratory. Implementation, execution,
error rectification was done in the university. The
project does not require any human samples and
human data and the project does not require any
ethical and moral permissions. There are totally 2
groups mentioned in the study. One group is
mentioned for the Novel Random forest classifier and
another group is mentioned for the Linear Regression
algorithm. Each group consists of a sample size of
34. The statistical test difference between g-power
0.08 and alpha values are @=0.05. The data sets have
been taken from wallethub.com.

Random Forest Classifier

Novel Random Forest is one of the most important
and widely used machine learning algorithms which
comes under supervised learning technique. It tends
to be utilized for both Classification and Regression
issues in Machine Learning. It depends on the idea of
ensemble language, which is a course of
consolidating various classifiers to take care of a
complicated issue and to work on the performance of
the algorithm. It chooses the best pattern in means of
voting in the last phase (Sherly and Nedunchezhian
2010; Ghosh, Ghosh, and Reilly 1994; Shah et al.
2019)).Rather than depending on one decision tree,
the random forest takes the decision from each tree in
view of the larger part expectation of the votes and it
predicts the result.

Random Forest pseudocode

I.Randomly select “X” features from total “Y”
features.Where X <<'Y

2.Among the “X” features, calculate the node “d”
using the best split point.

3.Split the node into daughter nodes using the best
split.

4.Repeat 1 to 3 steps until “I” number of nodes has
been reached.

5.Build forest by repeating steps 1 to 4 for “n”
number times to create “n”’number of trees.
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Linear Regression

Linear Regression is a machine learning algorithm in
view of managed learning. Regression task is being
performed. Regression models an objective
expectation esteem in view of independent variables.
It is generally utilized for figuring out the connection
among variables and estimating.

Regression models are different based on the
dependent and independent variables. Based on the
kind of relationship between dependent and
independent variables they are considering and the
number of independent variables being used. Relation
between dependent(y) and independent (y) variables
is given the Linear Regression (Sherly and
Nedunchezhian 2010; Ghosh, Ghosh, and Reilly
1994; Shah et al. 2019; Dal Pozzolo et al. 2018)).
Since linear regression shows the linear relationship,
change of value of the dependent variable is
dependent on the independent variable.

Linear Regression pseudocode

1. Start.

2. Read Number of Data (n)

3. Fori=1lton:

Read X;and Y;

Next i

4. Initialize:

sumX =0

sumX2 =0

sumY =0

sumXY =0

sumX = sumX + X;

5. Calculate Required Sum

Fori=1lton:

SumX2 =sumX2 + X; * X;

sumyY =sumyY +Y;

sumxXY =sumXY + X; *Y;

Next i

6. Calculate Required Constant a and b of y = a + bx:
b =(n*sumXY - sumX * sumY)/(n*sumX2 - sumX
* sumX)

a=(sumY - b*sumX)/n

7. Display value of aand b

8. Stop

There are two types of variables: one is a dependent
variable and the other is an independent variable.
Every variable is unique and has different functions
to perform their roles. The independent data are the
attributes like id, name, url, status_count and others
and the dependent variables are update,
transaction_class which consists of binary data. This
study uses t test as its testing element.

Statistical Analysis
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A t-test is a kind of inferential static used to decide
whether there is a tremendous contrast between the
method for two groups, which might be connected in
specific elements. The spss instrument has been
utilized to get the result for the grouped statistics.
The t-test is one of many tests utilized with the end
goal of theory testing in insights. The statistical tool
used for this study is the IBM SPSS version.
Attributes like update, transaction class are
considered as dependent variables for this study. In
SPSS, the datasets are prepared using 34 as sample
size for both the classifiers Novel Random Forest and
Linear Regression. Groupid is given as 1 for Novel
Random Forest and 2 for Linear Regression, the
Groupid is given as a grouping variable and accuracy
is given as a testing variable.

3. Results

In the spss the sample size is given as sample size of
34. For analyzing the process of Novel Random
forest and Linear regression above sample data is
used. Loss is also calculated for both the algorithms
to make the comparison by using these 34 data
samples. This data is used for the analysis of the
Novel Random forest classifier and Linear
Regression. These 34 data samples used for each
algorithm along with their loss are also used to
calculate statistical values that can be used for
comparison (Paasch, n.d.; Deb, Ghosal, and Bose,
n.d.). From Table 1, group, accuracy and the loss
values for the two algorithms Novel Random Forest
classifier and Linear Regression classifier are
denoted and classified. Number of samples that are
collected and the mean and standard deviation
obtained for the accuracies are entered in the group
statistics table (Paasch, n.d.)). From Table 2, the
group statistics values along with the mean, standard
deviation and the standard error mean for the two
algorithms are also specified. The Independent
sample T test is applied for the data set fixing
confidence interval as 95%. Below image specifies
the graph that depicts the comparison between Novel
Random Forest and Linear Regression based on their
accuracy. Table 3 shows the independent t sample
test for the algorithms. The comparative accuracy
analysis, mean of loss between the two algorithms are
specified (Jog and Chandavale 2017)). Fig. 1 shows
the comparison of mean of accuracy and mean loss
between Novel Random Forest Classifier and Linear
Regression algorithm.

4, Discussions
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From the given study the accuracy of the novel
random forest classifier is 94.4% when compared to
the accuracy of the Linear Regression is 51.9%.
Sample size is given as 30 analyses of statistics have
been done for both the Novel Random forest
classifier and the Linear Regression algorithms in
order to compare both the algorithms to find the
better analysis algorithm in fraud detection of credit
cards(Benware 2021). For the given classifiers the
group and accuracy has been calculated. The mean,
standard deviation and the standard mean values for
the Novel Random Forest classifier algorithms are
85.4240, 6.12781 and 1.93778 respectively. This
clearly indicated that Novel Random Forest is a
better classifier when compared to Linear Regression
classifier. Linear Regression classifiers, the mean, the
standard deviation and the standard mean are
479700, 3.48139 and 1.10091 respectively.
Contrasted with past investigation of Novel Random
forest classifier and Linear Regression algorithms for
credit card fraud detection, our examination has got
better accuracy in detecting credit card fraud
examination. previously the Novel Random forest
classifier got the accuracy of 90.2% and for the
Linear Regression got the accuracy of 48.5%. But in
our analysis we got the accuracy of the Novel
Random forest classifier is 94.4% and for the Linear
Regression we got the accuracy of 51.9%.Datasets
have been ousted from different assets and these
datasets may contain a few independent and
undesirable credits are there, this ought to be
eliminated to get the best accuracy. Hence, the
information is tested and prepared to get the best
output accuracy (Dal Pozzolo et al. 2018). Testing
consumes most of the time(Akinbohun and
Atanlogun 2018). Training for this cycle takes a long
time. Execution time likewise happens in high time
due to the irregular condition of the
datasets(Filippov, Mukhanov, and Shchukin 2008)
(Shah et al. 2019). The training data can be changed
but it is a time consuming process and if data is
trained low, the accuracy will be reduced(“Credit
Card Fraud Detection System: A Survey” 2020). The
coordinated based grouping ought to be workable for
testing and planning for both the Machine learning
Techniques Novel Random Forest and Linear
Regression. The data cleaning cycle can be
furthermore improved and the time of execution can
be lessened(“Credit Card Fraud Detection System: A
Survey” 2020). The process of everything working
out usage in setting up the dataset can be decreased.
Fraud recognition can be utilized on credit cards and
also E-wallets. Subsequently this novel recognition
for cyber threats is particularly useful in recognizing
a novel methodology for false rate decrease.

Eur. Chem. Bull. 2023, 12 (S1), 4251 — 4257

5. Conclusion

For this project the data has been collected from
various sources for the usage in the credit card fraud
detection. The comparison has been made between
the Novel Random forest classifier and the Linear
Regression for this analysis. The accuracy of the
novel random forest classifier is 94.4% and the
Linear Regression accuracy of 51.9%.
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Table 1. Group, Accuracy and Loss value calculation for Random Forest and Linear Regression classifiers.

Name Type Width Decimals Columns Measure Role
1 Group Numeric 8 0 70 Nominal Input
2 Accuracy Numeric 8 4 70 Scale Input
3 Loss Numeric 8 2 70 Scale Input
Table 2: Statistical analysis of mean, standard deviation and standard error of precision and accuracy of
Random Forest Classifier and Linear Regression Classifier.
Group Algorithm N Mean Std.Deviation StI(\i/iError
ean
Accuracy 1 Random Forest 68 85.4240 6.12781 1.93778
2 Linear 68 47.9700 3.48139 1.10091
Regression
Loss 1 Random Forest 68 14.5760 6.12781 1.93778
2 Linear 68 52.0300 3.48139 1.10091
Regression

Table 3: Comparison of significance level for Random Forest Classifier and Linear Regression Classifier with value

p <0.05.
. sig.(2- Mean Std,Error
F 318 t df tailed) | Difference | difference Lower Upper
Accuracy | Equal 5.310 | .033 | 16.805 18 .00 37.45400 | 2.22868 | 32.77172 | 42.13628
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Variance
assumed

Equal
Variance
not
assumed

16.805 | 14.262 | .00 37.45400 | 2.22868 | 32.68217 | 42.22583

Equal
Loss Variance | 5.310 .033
assumed

18 .00 [ -37.45400 | 2.22868

16.805 42.13628 | 32.77172

Equal
Variance -
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14.262 | .00 | -37.45400 | 2.22868 42.22583 | 32.68217
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Fig. 1: Comparison of Random Forest and Linear Regression Classifier in terms of mean accuracy. The mean
accuracy of Random Forest is better than Linear Regression. The standard deviation of Random Forest is slightly

better than Linear Regression X Axis: Random Forest vs Linear Regression Classifier Y Axis: Mean accuracy of
detection + 1SD.
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