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Abstract

Striking a balance between invisibility and traceability is a difficult task for systems that protect privacy. Earlier
introduced an legitimate user recognition management system based on group signatures for identifying authentic
members. The system has no requirements for how the service provider manages user lists or other personally
identifiable data. Too automatically transfer deposits from clients who don't pay service fees to the server account,
smart contracts are employed. To reduce the requirement for pricey cryptographic techniques for managing smart
contracts, we use Elliptic Curve Digital Signature Algorithm (ECDSA) signatures without altering the condition
that smart contracts must affirm.
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1. INTRODUCTION

Group signatures offer traceability via the use of a
supervisor who is capable to identify valid signers as
well as invisibility for signers through the
verification mechanism that validates a signer
membership in the group. In order to protect privacy
and responsibility, this anonymity and traceability
are crucial. For instance, Isshiki et al. introduced the
Isshiki system, a group signature-based identity
management system that protects user privacy.
Reporting serving serves as the group manager in
this system. The reporting server provides a
signature key for a group signature algorithm to a
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service user and creates a group signature. Because
group signatures are anonymous, the service
provider only can confirm whether a client is a
legitimate participant before offering a service.
Subsequent to providing the service, the supplier
dispatch a bill to a different organization known as
the reporting server, which controls the group
signatures' opening key. A invoice is sent to the user
once the reporting server unlock the group signature,
recognizes the client who utilized the assistance, and
unbars the group signature. Since group signatures
can be monitored, none exist that are authentic but
cannot be connected to a person.
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Fig.1: Example figure

To put forward earlier practice, any group signature
method may be employed, in which a user-
revocation system was created which removes
clients from the server. The use of revocations when
customers cancel services or ignore invoices was
also covered earlier extended to the revocable group
signature algorithm to produce the fundamental
group signature system that is fickle. We draw
attention to the fact that, even though the reporting
server and user-revocation manager under these
schemes may share the same entity, to guarantee that
the tracing capacity is segregated, the service
provider must be a different company. The fact that
the service supplier is not obligated to control
sensitive content like clients lists makes it
imperative to stress that there is absolutely no risk of
personal information leaking. The earlier system
outruns rivals as to preserve client privacy while
reducing the danger of private data leakage given the
frequency of such occurrences. The earlier system
can be compared to a bill-collection method that
respects individual privacy.

Literature Review

Group signatures with completely dynamic
membership secrecy:

By allowing the creation of fraud-proof signatures in
the title of a group that disclose nothing about the
genuine signer's identity other than their group
associateship, group signatures strike a settlement
between the traditional uses of digital signatures and
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the necessity for client privacy. Popular models fail
to take into account an important factor: the
possibility that legitimate client itself may include
sensitive data. This is particularly true if a group's
membership is dynamic, which means that a
member's status could alter over time. We offer
formal notions of membership privacy that are easy
to incorporate in the most revealing structures of
group signature security. Then, based on Signatures
with Flexible Public Keys (SFPK) and Signatures on
Equivalence Classes, we propose a general
architecture for a strong group signature system with
associateship privacy. This demonstrates that,
despite the fact that the strictly greater security
concepts we offer have never been examined in the
research of strong group signatures before, they
don’t cost more in actual use.

Efficiency gains for a group signature technique
with contingency revocation:

One of the most critical concerns in group signature
schemes is member abrogation, and several fickle
methods have been presented. A Group Signature
technique with Probabilistic Revocation (GSPR) has
just been introduced. In GSPR, the compute amount
for the abrogation inspect is dramatically decreased
by applying a unique idea of contingency
revocation, even while the accuracy of the
examination is with a certain contingency. However,
there is another issue with the GSPR scheme: m alias
elements are embedded in a member's certificate.
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Then, in the signing process, each element is used,
and O(m) exponentiations are required to
demonstrate that the used elements is embedded in
the certificate.

Bulletproofs:  short evidences for secret
proceedings and other purposes:

We put forth Bulletproofs, a ground-breaking non-
collaborative zero-knowledge evidence protocol
with incredibly brief evidences, no trusted setup, and
proof sizes that are just logarithmic in witness size.
The times required to create and validate proofs are
linear in n. For the privacy of Bitcoin and other
cryptocurrencies,  existing  solutions  perform
significantly better than linear sized range proofs
using bulletproofs. Additionally, bulletproofs enable
the accumulation of range evidences, which enables
a customer to show that m allegiances fall inside a
certain range using just a few additive O(log(m))
group components dispersed across a single proof.
We provide a uncomplicated Multi-Party
Computation (MPC) protocol for building
Bulletproofs that enables the customers to create a
single evidence without disclosing their inputs to
one another.

Hawk: Smart Contracts with Privacy-Preserving
Cryptography and the Blockchain:

Mutually mistrusting parties can conduct secure
agreements without the involvement of a third party.
The decentralized blockchain makes sure that honest
parties get fair recompense in the case of contract
violations or terminations. Transactional privacy,
however, is absent from current systems. On the
blockchain, every transaction is visible, counting the
movement of money linking pseudonyms and the
total amount transacted. We introduce segregated
smart contract solution that maintains transactional
privacy from public view by not storing financial
transactions on the blockchain in clear text. Hawk's
compiler automatically creates an effective
cryptographic protocol for contractual parties to
interact with the blockchain using cryptographic
primitives like zero-knowledge proofs, so a
programmer can create a private smart contract in an
intuitive way without having to implement

cryptography.

To ensure that bitcoin payments are fair:

A variety of cryptocurrencies, including Litecoin,
Dogecoin, and Ethereum, are rising in popularity as
a result of the widespread success and adoption of
Bitcoin. Despite the fact that current blockchain-
based cryptocurrency schemes can provide an
acceptable level of security for transactions, they
take no account of the concept of fairness. Two
players can trade digital "items,” such as digital
signatures, in a fair manner over unconfident
networks in order for either both players to obtain
the other's item or for neither player to receive it.
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Enabling justice in existing cryptocurrencies is a
crucial but under-examined subject given that
blockchain participants often do not trust one
another. In this paper, we examine potential
solutions for facilitating a fair cryptocurrency
payment and receipt exchange. We consider an
exchange's timeliness to be a crucial characteristic,
specifically when one of the parties is resource-
constrained. We define "strong timeliness" for a fair
trade mechanism and suggest two iterations of the
honest payment-for-receipt protocol that take
advantage of Ethereum capability to reach secure
timeliness. We put both into practice and evaluate
their efficacy and security.

IMPLEMENTATION

An earlier version of this article provided a valid
user recognition structure based on group signatures,
in which a service supplier decides whether clients
of the service are actual members, and only a
reporting server may identify clients in order to send
them charges. Because the service supplier is not
necessary to maintain private data like clients lists,
the earlier system performs better than others in
safeguarding client privacy and lowering the danger
of private information leaking. It's also vital to keep
in mind that the earlier system only contemplate
cases to which the reporting server recognizes
consumers who have used the service, and that
recognized customers who refuse to pay bills are
really able to use the service for free.

Disadvantages:

e It enables the system to perform better than
others as to protect client privacy and
controlling the danger of private information
leakage.

e In fact, the service is free for identifiable users
who disregard bills.

We outline the suggested, legally enforced bill
collecting method. Users, service providers, and
reporting server are the three components that make
up the system. A certificate with a ring signature is
verified by the service provider, who also renders a
service. Service providers do not possess any
personal information, much like the Isshiki system.
Users who have utilized the service are identified by
the reporting server, who then sends them charges.
In the event that a user declines to do payment for
used services, the bill amount is either accordingly
transmitted to the reporting server via the smart
contract or it is transferred by force. be We point out
ring signatures are transmitted over an off-chain
route since anonymity is compromised by the fact
that the user address is made available when the
transaction is released. We also want to point out
that when a charge is compelled to be paid via a
smart contract, anonymity is not something we take
into account.
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Advantages:
e  Without specifically altering the state that
must be confirmed in smart contracts, we
used signatures generated by the widely
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used Elliptic Curve Digital
technique (ECDS).
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Fig.2: System architecture

2. Methodology

All service recharges today take place online,
requiring consumers to register for services and
service providers to deliver them in exchange for
payment of fees. All service users' data will be
accessible to the service provider, who may misuse
it. To address this issue, "Isshiki" introduced a user
privacy-preserving and identifying approach based
on group signature. Wherein all users in a group will
be signed by a single key, and the user in the group
can be able to verify, trace, and view information;
however, in this technique, reporting server and
service providers can view all consumers' data, and
in this system, consumers who ignore bills can use
services for free because they already hold signed
keys with the group, while consumers who are not
using services must pay the bill. To overcome these
two drawbacks, the author of this paper has in mind
a number of solutions.

In the proposed paper, a smart contract for bill
collection will be set up on the blockchain by
requesting a security deposit from each user. If any
user fails to make a payment, money will be
deducted from his security deposit and given to the
service provider. Only users who utilize the services
will be covered by this blockchain smart contract,
and the service provider will issue the bill, which the
bill collector will then generate and deliver to the
USER or CONSUMER for payment. Therefore, by
using this smart contract, bills will only be generated
for users who are using the services, and if any users
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ignore bills, bill payment will be made from security
deposit.

Consumer and bill collector will sign documents
using the Elliptic Curve Cryptography (ECC)
technique to ensure the privacy of user data. Only
these two users will be able to verify and access the
data. The service provider won't see any data since
the reporting server will only add the bill amount by
utilizing the customer's login or ID. Reporting server
will examine consumer data to create an invoice.

Modules:
To implement this project, we have designed the
below modules

1) Service Provider Login: To access the program,
use the username “provider" and password
"provider," and then enter the bill amount.

2) Reporting Server: After entering the username
"collector" and password "collector," the reporting
server may see the user's bill amount as given by the
service provider and create an invoice.

3) User: A security deposit will be placed to the
user's account when they register with the service
provider to get various services. To access the
current bill amount for payment, a user must sign
into the application.

5. Experimental Outcomes
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Fig.5: Service provider Login

Fig.6: Add bill amount
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Fig.7: Bill collector login

Fig.8: generate invoice

Fig.10: View your bill
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3. Conclusion

In this work, we suggested an enforced bill
collection system that offers the feature of forcing
consumers to pay service fees while protecting their
privacy. The suggested solution is based on the
usage of smart contracts and responsible ring
signatures.

Future Scope

It would be interesting to improve the privacy of our
system in future work, for instance by introducing
associateship privacy using the created strong group
signature technique. It would also be fascinating to
create a bill-collection method that uses anonymous
crypto currencies like Monero or Zcash to take
service fees from clients anonymously.
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