
Section A-Research paper 

 

 

Improved Entropy of RGB Image Encryption Using Novel  

DNA Exclusive OR Encoding in Comparison with  

DNA additive Encoding 

 

 

Eur. Chem. Bull. 2023, 12 (S1), 3378 – 3386                                                                                                   3378  

 

 
 

 

 

IMPROVED ENTROPY OF RGB IMAGE 

ENCRYPTION USING NOVEL DNA 

EXCLUSIVE OR ENCODING IN 

COMPARISON WITH DNA ADDITIVE 

ENCODING 
 

C. Reddy Manjunath1, Radhika Baskar2* 
 

Article History: Received: 12.12.2022 Revised: 29.01.2023 Accepted: 15.03.2023 

 

Abstract 

 

Aim: The aim of the research work is to improve  the entropy of Red Green Blue (RGB) image encryption using 

novel Deoxy Nucleic Acid (DNA) Exclusive OR encoding in comparison with DNA additive encoding using 

MATLAB software.  

Materials and Methods: The image encryption is performed using novel DNA Exclusive OR encoding with 

number of samples (N=10) and additive encoding with number of samples (N=10) having pre-test power of 80% 

using MATLAB software.  

Results: The entropy of Novel DNA Exclusive OR encoding is 1.62056 whereas the entropy of DNA additive 

encoding is 1.53383. There is a significant difference in the results obtained for entropy and were considered to 

be error-free since it has the significance value p = 0.0329 (p<0.5) in SPSS statistical analysis.  

Conclusion: Novel DNA Exclusive OR encoding performs significantly better in increasing entropy in RGB 

image encryption when compared to DNA additive encoding. 
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1. Introduction 

 

With the increased usage of media in 

communication, picture encryption is required to 

protect against assaults. The authors offered a new 

picture security technique based on elliptic curve 

cryptography and DNA encoding (Chen, Xie, and 

Zhang 2022). Information security has become an 

increasingly essential concern in modern 

civilization, with digital picture protection being 

one among them. A safe picture encryption 

approach is given in this research, Which is based 

on logistics and spatiotemporal chaotic sysytems 

(Craik 2021). The preponderance of chaos-based 

encryption algorithms work at the bit level, making 

them useless in high-resolution digital files. The 

expand-shrink operation for confusion and the 

diffusion operation in the chaos algorithm are used 

in this research study as a novel color to present 

novel color picture encryption techniques (Rashmi, 

Supriya, and Kiran 2020). Image encryption 

algorithms have been a study priority as an 

essential subject in information security. At the 

same time, among the different encryption 

techniques, there are few works on fractal sets as 

the encryption key for diffusion process (Sun et al. 

2010). 

 

The total number of articles published in this topic 

over the past five years is more than 40 papers in 

IEEE Xplore, 33 papers in the google scholar, 67 

papers in sci hub and 55 papers in springer. With 

the surge in pace, volume, and velocity of collected 

multi-modal data, security and privacy of 

photographs recorded through electronic devices 

are of crucial concern (Jithin and Sankar 2020). A 

plain image related chaotic image encryption 

algorithm based on DNA sequence operation and 

discrete (Feng et al. 2019). Research on new types 

of chaotic image encryption algorithms combining 

DNA operation and S-box (C. Li et al. 2021). 

Novel permutation diffusion images encryption 

algorithm with chaotic dynamic S-box and DNA 

sequence operation (Tian and Lu 2017). Quantum 

logistics images encryption algorithm based on 

SHA-3 and RSA this paper states that the image 

encryption in the quantum logistics (Ye, Jiao, and 

Huang 2021). From the previous findings it can be 

concluded that the best cited article is (Feng et al. 

2019) many contemporary chaotic picture 

encryption techniques, according to research efforts 

in the literature on chaotic cryptanalysis, are 

vulnerable to chosen plaintext attacks. 

 

Our institution is keen on working on latest 

research trends and has extensive knowledge and 

research experience which resulted in quality 

publications (Rinesh et al. 2022; Sundararaman et 

al. 2022; Mohanavel et al. 2022; Ram et al. 2022; 

Dinesh Kumar et al. 2022; Vijayalakshmi et al. 

2022; Sudhan et al. 2022; J. A. Kumar et al. 2022; 

Sathish et al. 2022; Mahesh et al. 2022; Yaashikaa 

et al. 2022).From the previous findings it is 

observed that the drawbacks of existing image 

encryption schemes was the increased complexity 

which in turn results in lesser entropy values and 

increased computation time. To overcome these 

limitations the RGB image encryption using novel 

DNA exclusive-OR encoding is performed and it is 

compared with DNA additive encoding. 

 

2.  Materials and Methods 

 

This study was conducted in the Digital image 

processing laboratory, Department of Electronics 

and Communication Engineering in Saveetha 

School of Engineering, SIMATS, Tamilnadu, 

India. The customized data set contains 20 sample 

images, each image is resized into a standard size 

of 512x512. The sample size was calculated using 

previous study results and it is found to be 10 for 

each group thus the total sample size was 20. 

Present analysis was carried out by using 

clinical.com by keeping the G-power at 80 % 

threshold at 0.86 % confidence interval at 70 % (N. 

S. Kumar et al. 2017). The tool used to execute the 

process was MATLAB software version 21a 

(Michael Fitzpatrick and Lédeczi 2015). 

 

Image is taken as an input in matrix form and every 

pixel of an image is converted into binary form. 

The binary number of every pixel is divided into 

four equal parts and the values are compared with 

the DNA nucleic acid bases and each divided 

binary part is assigned to its respective DNA 

variable. This is clearly explained in Table 1. There 

are four nucleic acid bases in DNA sequence: 

namely A(Adenine), G(Guanine), C(Cytosine), 

T(Thymine). Double-stranded DNA satisfies the 

principle of Watson-Crick complementary base 

pairing: A and T are complementary; G and C are 

complementary in binary, 0 and 1 are 

complementary, so are 00 and 11, 01 and 10 . By 

using four bases A, G, C and T to encode 00, 01, 

10 and 11, there are certain encoding rules. 

A novel DNA exclusive OR encoding is also one 

type of image encryption algorithm which exhibits 

some type of behavior where confusion and 

diffusion of pixels takes place. The novel exclusive 

OR encoding algorithm is explained in table 2 and 

it shows how the pixels are changed (Huo et al. 

2019). 

 

DNA additive encoding is also one type of image 

encryption algorithm which exhibits some type of 

behavior where confusion and diffusion of pixels 

takes place. The additive encoding algorithm is 

explained in table 3 and it shows how the pixels are 
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changed after diffusion (Yadav and Chaware 

2021). 

 

The entropy of both methods were evaluated to 

identify the good image encryption scheme. The 

formula used to calculate the entropy is given by 

equation (1). 

 

Entropy = −Pilog(Pi)                (1) 

 

Where Pi  is the pixel value at i position. 

 

Statistical Analysis 

SPSS version 21 was used for statistical analysis of 

collected data for parameter entropy (Aldrich 

2018). The independent sample t-test and group 

statistics are calculated using SPSS software. 

Entropy is the dependent variable and the size of 

the image is an independent variable. 

 

3. Results 

 

Figure 1 shows the original, encrypted and 

decrypted images. Fig. 1 (a), (d), (g) are the 

original images whereas Fig. 1 (b), (e), (g) shows 

the encrypted images using the novel Exclusive OR 

encoding technique. Fig. 1 (c), (f), (g) are the 

decrypted images of encrypted images. 

 

Figure 2 shows the original, encrypted and 

decrypted images. Fig. 2 (a), (d), (g) are the 

original images whereas Fig. 2 (b), (e), (g) shows 

the encrypted images using the additive encoding. 

Fig. 3 (c), (f), (g) are the decrypted images of 

encrypted images. 

 

Table 4 shows the values of entropy of original 

images and encrypted images using novel DNA 

Exclusive OR encoding and DNA additive 

encoding. 

 

Table 5 shows the statistical analysis of 

independent samples t-test between novel exclusive 

OR encoding and additive encoding. The 

significance for correlation coefficient is 0.0329. 

The confidence interval is 95%. This analysis test 

consists of significance, significance (2-tailed), 

mean difference, standard error difference, lower 

and upper interval difference. 

 

4. Discussion 

 

Two different methods were employed to the 

entropy of the pixels in the encrypted image. The 

novel Exclusive OR image encryption performs 

significantly better in increasing the entropy of 

encrypted images with 1.62056 mean entropy value 

when compared to additive encoding which has 

only 1.53383 entropy value. The results obtained 

have the significance value p=0.0329 (p < 0.5) in 

SPSS statistical analysis. 

 

The proposed algorithm introduces the DNA 

exclusive OR operation with high parallelism to 

further improve the encryption efficiency with an 

entropy of 1.8904 (Feng et al. 2019). The RGB 

image encryption algorithm based on a memristor-

based neuron model achieved an entropy value of 

2.9890 for DNA exclusive OR operation (Yildirim 

2022). Information entropy is a mathematical 

property that reflects the randomness of 

information sources, and it indicates the uncertainty 

of the image in the image information.The entropy 

obtained by using DNA exclusive OR operation is 

nearly 1.7804 (X. Li and Li 2019). Hyperchaotic 

sequence matrix is generated through a HCCNN 

system and is conducted as a XORed operation 

with an entropy of 2.5677 (Elmanfaloty, Alnajim, 

and Abou-Bakr 2021). Based on chaotic encryption 

technology and DNA cryptography, the entropy 

between pixels after DNA exclusive OR encoding 

was found to be 1.9560. There were no opposite 

findings found regarding this research. 

  

The limitation of this additive encoding technique 

was that it takes more time for random shuffling of 

pixels. The future work is to produce an efficient 

encryption algorithm that can produce a higher 

entropy encrypted image in a lesser encryption time 

period. 

 

5. Conclusion 

 

Two different methods to determine entropy were 

evaluated using performance parameters and it is 

found that novel Exclusive OR encoding has a 

mean entropy of 1.62056 which is higher compared 

with the additive encoding mean entropy of 

1.53383. So the novel Exclusive OR encoding is 

significantly better in increasing the entropy of an 

image. 
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Tables and Figures 

 

Table 1. Representation of Nucleic Acid Bases in Binary values.The Nucleic acid bases are assigned in such a 

way that A=00, G=01, C=10, T=11. 

 

NUCLEIC ACID BASE BINARY VALUE 

A 00 

G 01 

C 10 

T 11 
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Table 2. Encryption rule using novel DNA Exclusive OR encoding. The Exclusive OR operation is done 

between Nucleic acid bases which results in anyone of the binary sequence identified as the A, G, C, T based on 

the assignment given in the initial stage. For example, the results obtained on additive operation of A (00) and 

A(00) will be A(00). 

- A G C T 

A A G C T 

G G A T C 

C C G A G 

T T C G C 

 

Table 3. Encryption rule for DNA Additive Encoding. The addition operation is done between Nucleic acid 

bases which results in anyone of the binary sequence identified as the A, G, C, T based on the assignment given 

in the initial stage. For example, the results obtained on additive operation of A (00) and A(00) will be A(00). 

+ A G C T 

A A G C T 

G G C T A 

C C T A G 

T T A G C 

 

Table 4. Comparison of entropy of novel DNA subtractive encoding and DNA additive encoding encrypted 

images. 

Images 
Entropy of novel exclusive OR 

encoding 
Entropy of additive encoding 

anime 1.5526 1.5317 

jinmiran 1.5967 1.6045 

ronaldo 1.5991 1.5621 

man.united 1.2143 1.1981 

football 1.5648 1.5287 

forest 1.541 1.5234 

mandril 1.6542 1.6245 

lenna 1.6146 1.5908 

rice 1.5919 1.5592 

vegetable 1.685 1.6153 

 

Table 5.  Independent samples t-test Analysis. The significance for correlation coefficient is 0.0329. The 

confidence interval is 95%. 

 

GROUP 

Leven’s 

Test for 

Equality of 

Variance 

T-test for Equality of Means 

F Sig t df 

sig(2

-

taile

d) 

Mean 

Differen

ce 

Std. Error 

Difference 
Lower Upper 

 

 

Entro

py 

Equal 

varian

ce 

assume

1.00

7 

0.032

9 

-

1.04

6 

18 0.309 -0.08673 
0.0829216

26 

-

0.2609418

72 

0.0874818

72 
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d 

Equal 

varian

ce not 

assume

d 

  

-

1.04

6 

13.75

0 
0.314 -0.08673 

0.0829216

26 

-

0..2648830

27 

0.0914230

27 

 

 

 
 

(a) 

 
 

(b) 

 
 

(c) 

 
 

(d) 

 
 

(e) 

 
 

(f) 

   

 
(g) 

 
(h) 

 
(i) 

 

Fig. 1. Novel DNA exclusive OR encoding Technique (a) sample image 1 ronaldo (b) encrypted ronaldo 

image (c) decrypted ronaldo image (d) sample image 2 anime (e) encrypted anime image (f) decrypted anime 

image (g) sample image 3 lenna (h) encrypted lenna image (i) decrypted lenna image. 
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                  (a) 

 
                   (b) 

 

 
                   (c) 

 
                  (d) 

 
                      (e) 

 
                 (f) 

 
 

                    (g) 

 
 

                        (h) 

 
 

                    (i) 
 

Fig. 2. DNA additive encoding Technique (a) sample image 1 ronaldo (b) encrypted ronaldo image using 

additive encoding (c) decrypted ronaldo image (d) sample image 2 anime (e) encrypted anime image using 

additive encoding (f) decrypted anime image (g) sample image 3 lenna (h) encrypted lenna image using additive 

encoding (i) decrypted lenna image. 
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Fig. 3. Simple Bar mean of entropy. X-Axis: Additive DNA encoding vs EX-OR DNA encoding. Y-Axis: 

Entropy. The graph compares groups on the x-axis and y-axis using the mean of additive and EX-OR with +/- 1 

standard deviation (SD). The novel EX-OR encoding provides better entropy 1.62056 when compared to 

additive encoding entropy is 1.53383. 

 

 

 


